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(a) Image classification. (b) Sentiment analysis.

Figure 1: Examples of machine learning explanation: (a) the
image is classified as an “orange” due to the highlighted pix-
els; (b) The sentence is classified as “negative sentiment” due
to the highlighted keywords.
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(a) Linear regression model. (b) Mixture regression model.

Figure 3: Approximating a locally non-linear decision
boundary. The linear regression model (a) can easily make
mistakes; Our mixture regression model (b) achieves a more
accurate approximation.
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Hex Sequence

90 90 90 90 83 ec 4c

Decimal Sequence

144 144 144 144 131 236 76

Classifier Output lClasmﬁer
001 001 001 001 099 001 001

Figure 4: Applying LEMNA to explain binary function start. 83
is the real function start, and 0.99 is the output probability
of the RNN classifier. By sending the tuple (hex-sequence, 83)
to LEMNA, our system explains the classification decision by
color-coding the most important hex. Feature importance
decreases from red to yellow.
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Application Binary Function Start PDF Malware
00 01 02 03
Precision 99.99% | 99.65% | 98.57% | 99.53% 99.12%
Recall 99.97% | 99.49% | 98.81% | 99.06% 98.13%
Accuracy 99.99% | 99.99% | 99.99% | 99.99% 98.64%

Table 2: Classification accuracy of the trained classifiers.
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Fidelity Evaluation

ATRIEBRNIERE (BRE) | RIAT TR INRNER, 5 MR, BITEEREEY
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1 BEELEE. BB LURFARMFRBAFKAR, ITUEHEITEZESZ. HITUE
¥ A IRIZZERoot Mean Square Error (RMSE) :
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TUREBUER AN, BEMAME, HMNEENDERIN—ENHBEFRFR. TN
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= (p1, p2, ..., pn) MENREMEEP = (p1, P2, ..., Pn) . &E, HBNETHIEEN
RMSE#{TITENALIE, BEMRMSERMEIMAIARIAR (P) EEESSHHR (P) , RAKER
REHREE S,

(a) Input Image. (b) Explanation. (c) Deduc. test. (d) Augme. test. (e) Synthet. Test.

Figure 5: We use an image classifier as an toy example to explain
the fidelity test. Figure 5a is the original input image (“sweater”).
Figure 5b is the explanation produced by LEMNA where important
features (pixels) are highlighted in red. Figure 5c—5e are three test-
ing instances we generated to test the fidelity of the explanation.
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o THEEIZIRMIN: WOTEEMERIEFIFEE—TRENEEr (B, REMIRERREY) « RE
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WA XETERFEE R NEERIENSE BFx) « BEMLE, BRKW|FX| AJRES~4%
BIFNBBEREE, BEREERNTHEEE. BINEREIFX R\, UBALSITARERE
fiE, NTENDER, BIEMNREIESE (2FEIEMN30%) LaTEmEMNR. H[EMHEHE
EHRHN—1EFIx, BAIERIMER, EMERENR—1. BITEX3MEREND LR, HiQ
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Experimental Results
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0%, XNERIEXTHRINWESEIRIL B E R NA MR E ERBNELIE,. B
B, BT NERTRENELZL, RABNESFTSEBIRKIAR,

Method Binary Function Start PDF malware
00 01 02 03
LIME 0.1784 | 0.1532 | 0.1527 | 0.1750 0.1178
LEMNA | 0.0102 | 0.0196 | 0.0113 | 0.0110 0.0264

Table 3: The Root Mean Square Error (RMSE) of local approx-
imation. LEMNA is more accurate than LIME.

BHENIR. Eealm T IEBRIRNER, EIBRLEMNATE R EZRSMFE, RETT
BRI ERIPCRIZEEI T25% EEE(X, ZREIDERIINSERIE (99.5%+, BFSRERK2) , X
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Figure 6b &R THHEMBRER, XIMERRZAIFMRZ—EH: (1) BBIMA—NNEEN
FHE, BATAIDSEIIREERNRE, (2) HNWITEZRZNATHEAMBBRMITE,

Figure 6¢c B~ T FERHEARSRIR S, LEMNABREHENME . FIFALEMNABKERNEERHE, X4
BRI AR A e AL RRIBIITE ., FERAAENMREENRHE, XE4ARNERE
85%-90% M E SR FERIITE, ITEEOIEHEEEWITE

Binary 00 Binary 03 PDF Malware
I —— - e __ - 100 -— 100 { w~nes it
. T e S
15 7 75
o 50 M = 501, o 901
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25 e 925 251
D 15 25 35 ) 15 25 35 5 15 30 45 60 75
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(a) Feature Deduction test. A lower PCR reflects a higher explanation

fidelity.
Binary 0O Binary O3 PDF Malware
100
75
§
=~ 50
o S
0 0 . 0
5 15 25 35 5 15 25 35 5 15 30 45 60 75
Nfeatures Nfeatures Nfeatures

(b) Feature Augmentation test. A higher PCR reflects a higher expla-

nation fidelity.
Binary 00 Binary 03 PDF Malware
100 //——4 100 /——. 100! /
— 75 —~ 75 — 5] geh
= s Y = [ — v| X et
= = e = v
o 50| o 90] v o 50 R
[~ o [~ By —— GMM-FL
25 g . 25 25| &~ v LIME
0 S - N [R— —— R - . .'/' --#-- Random
5 15 25 35 5 15 25 35 5 15 30 45 60 75
Nfeatures Nfeatures Nfeatures

(c) Synthetic test. A higher PCR reflects a higher explanation fidelity.

Figure 6: Fidelity test results. y-axis denotes the positive classifi-
cation rate PCR and y-axis denote the number of selected features
NFeature by the explanation method. Due to the space limit, the re-
sults of Binary-O1 and O2 are shown in Appendix-D.

EAERX=1MEF, FHMTALEMNAB K KA TLIMEFIRENE L, BENE, NTEEREDE
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BSHENRBE. =E, BMIMNRORSHEERE, SRBEOATK, BITUNHRT KESHKE
B, RUMERINMNELRE . BHTRIEAR, BIERIFLCETEEZEER, XR=NMESHEAR
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B” (S) » FAFIHTOOHIEE LM T HAIRBBMMONBRNER. BNMNETTIARE, HPE
M—REHR NS, NTHEREMNS, BiTEEERHENSEEE 25T EPCR, SRt
X, BERBESHAREEFIHMLEMNARERE,

(N,K,S) RMSE | Deduc. test | Augme. test | Synthet. test
(500, 6, 1e-4) | 0.0102 5.79% 93.94% 98.04%
(300, 6, 1e-4) | 0.0118 5.94% 94.32% 98.18%
(500, 4, 1e-4) | 0.0105 5.80% 93.71% 97.89%
(500, 6, 1e-3) | 0.0114 5.83% 93.21% 97.73%

Table 4: Hyper-parameters sensitivity testing results.
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EIBRTALE, RINELWIETHRBELERNES S, TATH, BMNABLEMNARNSERNH. A
Wit case studyRERAAI BB RER KB D RREIL I EEUREMIEHRNRE:
1) BIIMIGBERNALEBROER, 2) BRASLER, 3) HRESMENBETER. ETXH,
BINEEXFTIHGEOTIRENARE, RAREZRINX—NATREENERHN, FERE
RIF IR, BITENPDRRERGDLF[INIT THRNS T, EREMREFR,
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Cases | ID | Opt.-level | F.Start | Explanation Assembling code
1 00 55 5b 5dc3 pop ebx; pop ebp; ret; push ebp; mov ebp, esp
CWH. | 2 01 53 83 ec18 pop ebx; nop; ret; push ebx; sub esp,ox18
3 02 89 lea esi, [esi+eiz*1+0]; mov ecx, eax
4 03 56 nop; nop; nop; nop; push esi; push ebx
5 00 31 jmp @xfffff900; xor ebp, ebp; pop esi
6 01 b8 - e420 19 08 nop; nop; nop;mov eax, 0x81920e7;sub eax, 0x81920e4
DNK- 7 02 83 add esp, 0xlc; ret; sub esp, Ox1c
8 03 8b nop; nop; nop; nop; mov eax, DWORD PTR [esp+0x4]
9 03 55 lea edi, [edi+eiz+0x@]; push ebp; push edi; push esi
10 00 3r jmp @xfffffd50; xor ebp, ebp; pop esi
REN. ['1g 02 89* jmp Oxfffffe8a; nop; mov edx, eax; xor eax, eax
12 03 al* lea esi, [esi+eiz*1+0]; mov eax, ds:0x82014d0
13 01 83 movzx eax,al; ret; sub esp, Ox1c
REP. 14 02 b8 lea esi, [esi+eiz*1+0x0@]; mov eax, Ox1
15 03 83 lea esi, [esiteiz*1+0x@]; sub esp, Ox1c

Table 5: Case study for the binary analysis (15 cases). Our explanation method ranks features and marks the most important
features as -, followed by _, gold , yellow . We also translate the hex code to assembling code for the ease of

understanding. Note that the F. start refers to the function start detected by the deep learning classifier. The function start
is also marked by a black square in the hex sequence. *For false negatives under R.F.N., we present the real function start that
the classifier failed to detect, and explain why the function start is missed.
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£RSF, BEMNEBERTATREARRENER, EM9ER GEMREERF) —N. ERFIIH, 2K
22 IF O M B R EM - 55" FFdho ARABEANTHILEMNABI RH B RIENEEM (BIMHEM+IS
HEREE) RiITBAAN T2 IE55IMEATIEE. ERFAESRFTAMMNESEAN, Eljpush ebp; mov
ebp, esple XKRADEBEEUSEN A NMEIRE, B, Case-27E“ c3” 2 [EHHRRE I 1A
53", XM N F4miFaRs|IANN—MRITHBARNAE, EARmIRBEEET  ret’i5< (LERZTEOO
FIO145l) RAFBREETH,

EER4ATR, “ 83 BRHBITHNME, LEMNARLEREER 90”7, XKRPOLBE/E REFHZ
BIAZENH Tnop” M, XRHMmMFREXNTTREZEHET nop”5 2. R, EXRBI3H,
LEMNARH BR THET T IE<[leaesi, [esi+eiz* 1+ 0], X2FmFe5IANS—MER, KM
=, LEMNAKRH, 7EF|EHRNERTEL2NEAREE,
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5% (“[90 9090 90], ”[8d b4 26 00 00 00 00]”, XEEMAIED, EAESRFIMLALBERK
MBI EE, MMEES IR BERER,.

Discovering New Knowledge (D.N.K.), BRTIREEAZMBEREL, BITERETHELBRES
EETENBRNRZINEIIFNBERAE. N TRENAER, BITAAFTNE AT EDIH
U EZCRER, EZoirdis, TE2BEEERNBARAEFETENTIRE, EHEEFIE
SEMAEXYETIhEE, fla0, SEESREANSAERREEEEEHE—NFRABE, MXLERRMH
MEEHMMAE (a0, _startEREIRZL L [xor ebp, ebp; pop esi]FFk) o FRhBEL SN ARLISE
fr. BE, XLEHMNU—EHLEMNARHE, MTFIRETREREEFTEMNE N,

NKSFAR, BN THRBRER, ROLBHIZITHAN, BITEFEAMERMESRES (D
5-9) . BERSER, HTREERed 5¢], ME“ 31"1EATHEER D). “[31 ed 5e]” XN FSEFHERF
BRE_starthyFFaR (Bl[xor ebp, ebp; pop esi]) o XiBAFEA MBS AR UEB) S5 5 R RIhEE
BXNMEFS. IR, REFR SRS FA—EREENET. XL, “31TRTEELIE
INEEFRINVERIER (R3h) . =2 [ed 5e]”FEUEMAIEM,



BER6EAAT Z—fMEENIER, Hp«2d”(XBER2biER2d? )2 IMEREM b8 F RN REERF
o “2d"fF1E={[mov eax, CONST; [sub eax, CONS2], EEFFCONS1FICONS2EE#, m
CONS1-CONS2 = 083, RN I register_tm_clones”#1“ deregister_tm_clones”fF =
F, ENEESUFHESFINIARE. B, XERNNEBNRETEER, Case-7, Case-
8f1Case-9TENAE B oA A BB R LARTUM“HEEH",

Cases | ID | Opt.-level | F.Start | Explanation Assembling code
1 00 55 5b 5dc3 9 pop ebx; pop ebp; ret; push ebp; mov ebp, esp
CWH. | 2 01 53 83 ec18 pop ebx; nop; ret; push ebx; sub esp,0x18
3 02 89 lea esi, [esi+eizx1+0]; mov ecx, eax
4 03 56 nop; nop; nop; nop; push esi; push ebx
5 00 31 jmp oxfffff9ee; xor ebp, ebp; pop esi
6 01 b8 - €4201908 | nop; nop; nop;mov eax, 0x81920e7;sub eax, 0x81920e4
DNK- 7 02 83 add esp, 0x1c; ret; sub esp, Ox1c
8 03 8b nop; nop; nop; nop; mov eax, DWORD PTR [esp+0x4]
9 03 55 lea edi, [edi+eiz+0x@]; push ebp; push edi; push esi
10 00 31" jmp @xfffffd5e; xor ebp, ebp; pop esi
REN. [q; 02 89* jmp oxfffffe8a; nop; mov edx, eax; xor eax, eax
12 03 ar* lea esi, [esi+eiz*1+0]; mov eax, ds:0x82014d0
13 01 83 movzx eax,al; ret; sub esp, Ox1c
REP. 14 02 b8 lea esi, [esi+eiz*1+0x0@]; mov eax, Ox1
15 03 83 lea esi, [esiteiz*1+0x@]; sub esp, Ox1c

Table 5: Case study for the binary analysis (15 cases). Our explanation method ranks features and marks the most important
features as -, followed by _, gold , yellow . We also translate the hex code to assembling code for the ease of
understanding. Note that the F. start refers to the function start detected by the deep learning classifier. The function start
is also marked by a black square in the hex sequence. *For false negatives under R.F.N., we present the real function start that
the classifier failed to detect, and explain why the function start is missed.
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Application | Num.of | k, | kp | Before After
Samples FN | FP | EN | FP
Binary 00 4,891,200 5 3 1 0 0
Binary 01 4,001,820 4 43 33 | 23 | 29
5
5

Binary 02 4,174,000 107 | 129 | 59 | 62
Binary 03 5,007,800 33 41 15 | 39
PDF Malware 3,000 15 | 28 13 | 10 | 5

Table 6: Classification result before and after patching. k;,
(kp) referes to the number of augmented samples generated
for each false negative (false positive). Note that for function
start detection, the number of samples refers to the number
of total hex code in the testing set.
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o BCEIF: https://www.inforsec.org/wp/?p=2866

e https://www.4hou.com/posts/06J3

e http://www.arkteam.net/?p=4264

e youtube: https://www.youtube.com/watch?
v=GX5nTSHfl84&ab_channel=AssociationforComputingMachinery%28ACM %29

Review

1. X BRI DEBFZRATIGIFHERRER, BARNNDERINFERNNL ZE TN
AR RO F A

2. XHRBFIFRE R — KR, EZ0EKREEEEHERXNBERDE?

3. BX R Z 2R FRIEXKRAEE?


https://www.inforsec.org/wp/?p=2866
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http://www.arkteam.net/?p=4264
https://www.youtube.com/watch?v=GX5nTSHfl84&ab_channel=AssociationforComputingMachinery%28ACM%29

4. EX ERXffused lassofViE AR F ERATEHSMESEEFNmean; {BE & B fused lasso&
BERRES RIERER? HAB A EEgithublRIZANTE, {ERZfused lassofEXHE—1
BRACFHR, RSN EIRE R RIEHITEEFIR?

o (FETNSENESIER: https://www.cnblogs.com/huangyc/p/10275131.html)

5. MR EIEE R E SN2
6. XIS HRNRE S RRAOAEH2BHR? EALMeRRRARZ— M FLIERIRE, ME
XBt i B9 RARBY B TIR (M & FUBHR S — PME B RV MR R

%Eio]

o XEFAIMNBMEREKEETERMENERIEZMENTR? (BRI ZE—NIELMERIAER
NR) LT EBREEREER
o AMALEIE (X2 +X3) GHEEFR? MAEaX2 +bX3 +......

f(x) = P1x1 + Pa(x2 + x3) + B3(xg + x5) + -+ + Brxp, (3)
K
y= ) m(Bex+ex), (4)
k=1

AR AT

https://github.com/nitishabharathi/LEMNA/blob/master/lemna.py

FEREEAES RERBRERSHUANNGESSWAES; EH— T REHNEIEES

ben pd.read_csv('/content/drive/My Drive/benign.csv')
ma'l pd.read_csv('/content/drive/My Drive/malicious.csv')
data ben.append(mal, dignore_index=True)

data shuffle(data)

data['class']
data.drop(['class'], axis=1)

X.drop(['filename'],axis=1)

x_train, x_test, y_train, y_test = train_test_split(x, y, test_size= 0.3,

random_state=27)

for 1 data:
True datal[i]:



https://www.cnblogs.com/huangyc/p/10275131.html
https://github.com/nitishabharathi/LEMNA/blob/master/lemna.py

data[i] = list(map(lambda x: categorical_helper_fun(x), [i1))
feature_means.append(np.mean(datal[i]))
feature_maxs.append(max (data[i]))

£ LimeXt bt TARHIT—RIIZk

= lime.lime_tabular.LimeTabularExplainer (np.array(x_train), feature_nam
es = feature_names, class_names=['True', 'False'],

discretize_continuous=True)

data_inversel®%: XPMREN1ZeEERTHMARITHILSERER, SMBEHITHREE
B, MHMEBFEFERHE. RAREETFEE, RS ABREBLELAEABENI
ZIFHIRNNF S 2 HE B R THRBRERN)IZ%, XHEREaFRENSS, RER0BASHE,

FUMBEEA RS (1, data_row, num_samples)

SFEHFLFE, RIBINGEIEPOETNEEZ, BEMES (0,1) #TREHNIERH
BROATEGERMNEN]. NTOREME, BERIENGD M TRERME, FEZESHR
RRRYSE IR R AE —# HUAHIEIR N 1,

Args:

data_row: 1d numpy#{¢H, NRF—1T
num_samples: F3)ZHERIAYLRIE A/
Returns: — 75 (data, inverse), HH:
data: dense num_samples * K 5%, HPHFHHERUTE—HB 0 (FFFd
ata_rowRHIXIN{E) 1. HE—1TERBES.,
inverse: SdatatfE, BoEFEARITHEE, MenE (FARKBEE)

SEFARNNIIZRS BRI HINEL, AEERdata_inverse R # A AR THUEL & BURTRORE AR
A, RERFOEARABRERERH TGOS ARL, REEEEA TGRS
ASHHBEISINEGREPHITIUG, BETHEREIRE D5 £ R

model = pickle.load(open('/content/drive/My Drive/classifier.sav', 'rb'))

= data_inverse(l, x_train.iloc[0], 1000)

gm = GaussianMixture(n_components=2, covariance_type = 'diag')
p_data_train = a[l]

p_data_test = list(map(lambda x: x>=0.5, model.predict(p_data_train)))
gm.fit(p_data_train, p_data_test)

components = gm.precisions_




ind =
target = gm.predict(x_train.iloc[0].values.reshape(l,-1))[0]
range(len(p_data_train)):
gm.predict(p_data_train[i].reshape(l,-1))[0]==target:
ind.append (i)

feature_count = np.zeros(135)

ind:

feature_count = list(map(int, p_data_train[i]!=0))+feature_count

HE X R RAR RN REARBUNT
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