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Figure 1: Different assembly functions compiled from the same source code of gmpz_tdiv_r_2exp in libgmp. From left
to right, the assembly functions are compiled with gcc OO option, gcc O3 option, LLVM obfuscator Control Flow Graph
Flattening option, and LLVM obfuscator Bogus Control Flow Graph option. Asm2Vec can statically identify them as clones.
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Figure 2: T-SNE clustering visualization of tokens appearing in assembly code. There are three categories of tokens: operation,
operand, and libc function call. Each token is represented as a 200-dimensional numeric vector. They are learned by Asm2Vec
on plain assembly code without any prior knowledge of the assembly language. The training assembly code does not contain
the libc callee functions’ content. For visualization, 7-SNE reduces the vectors to two dimensions by nearest neighbor
approximation. A smaller geometric distance indicates a higher lexical semantic similarity.
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Definition 1. (Assembly function clone search) Given a target function ft, the search problem is to
retrieve the top-k repository functions f; € RP, ranked by their semantic similarity, so they can
be considered as Type IV clones.
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Figure 3: The overall work flow of Asm2Vec.
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4. Assembly Code Representation Learning
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Figure 4: The PV-DM model.
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4.2 The Asm2Vec Model
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Figure 5: The proposed Asm2Vec neural network model for assembly code.
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Figure 5: The proposed Asm2Vec neural network model for assembly code.
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4.3. Modeling Assembly Functions
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4.3.3. Random Walk.
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4.4. Tranining, Estimating and Searching
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Algorithm 1 Training the Asm2Vec model for one epoch

1: function TRAIN(Repository RP)

2: shuffle(RP)
3: for each f; € RP do
4. for each seq; € S(fs) do
5 for j =1 — (|seq;| — 1) do

> Going through each instruction.
6: lookup fs’s representation 7] fa
7 calculate C7 (in;—1) by Equ. 3
8: calculate C7 (in;41) by Equ. 3
9: calculate d(in;, fs) by Equ. 4
10: for each tkn € in; do

> Going through each token
11: targets < Ky _.p, (tkn) U {tkn}
> Sample tokens from Py (tkn)

12: calculate and cumulate gradient for ] fs (Equ. 7)
13: calculate gradient for vy (Equ. 7)
14: update v
15: calculate and cumulate gradient for in;_1 (Equ. 8)
16: calculate and cumulate gradient for in ;1 (Equ. 8)
17: update vectors for tokens of in; 1
18: update vectors for tokens of im; 1
19: update 7] fs
20:

21: function S(Function fs)
22: graph < CFG(fs)
23: graph < ExpandSellectiveCallee(graph)

24: sequences < {}
25: for each edg € SampleEdge(graph) do
26: seq < source(edg) || target(edg)
> Concatenate the source and the target blocks
27: sequences +— sequences U {seq}
28: for : +— numRandomWalk do
29: seq < RandomWalk(graph)
30: sequences < sequences U {seq}
31: return sequences

G RN N TEBHHSZES. N TR TR CRREE WER f;/ € RP(f; NETRP)RFIKRAC
ZREREN, ?ﬂ%ﬂ‘]éﬁ‘ﬂ%’rﬁ'—ﬁr‘cﬂ%@? € RPIXE, FHGHMBLN IMERES, R, BAIEII%
JRETESEAENIE, HhHEMLBHENFY, FNZFINNENMESHEHETII%. 81
NS EHR, BAEEVSHERNFEY, My, ~>, 12>|%i5’e%145}§§u9£>0 o, BIMERE

fs € RPFI{v;> , V'~ It € D}WEERIFER, ATHRLR, BEERTHERRZBLE®
TEEE.
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SRREEEINZRES,

ARGENEN T ZHE EEEREXEE, RATMEFRIREEHALNLERE. ERELCHENR
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5. Experiments

BATEAsm2Vec S MMBNRMBISTBHSEFEREERAEHIT TR, MEXRIIFERES

32GAFMIntel Xeon 61%i»3.60GHz CPU#1T, A T EMEXMARPELELCIHIFE, HITKEIVM
FREIANENEIE, BEUNKE, B, EiVERAGCCHNARRNGRSFMAIEAFITE AN

o HX, ZEERACLANGHIOLLVMH N ARNEERBREITE T REERRE. £=, i
FEAMANZ#EHXE (AMHEL—RIIENR) . ERE—TF, EITEAsm2Vech BT AFH
TWEERERIES, REERZE, BRBEZHSE. EREXRA, XFAsm2Vec, i

¥eFEd = 200, 25PN ABER (k=25) , 10 BENLESIFIZIRSE SZ0.025, 2003 M F[20]F{EFR
BIEE (2d) o

5.1. Searching with Different Compiler Optimization Levels
RNEGRIFRC RN T HITER

FEUSRIE, I EFAGCCHRFRIRAS.4.05 W REIRIAARF X e IR R I REHTT T E AN,

BANETRIFR0N ZERNSEARFNSETTEEFRITEAsm2Vec, B ZIRIEFOSSERNE
EERROARMETHIEEREN, HNELERAEFENTR&FRALLIRENGCCHIFRMIFIE
ENE, ZFEEENTRNZHRNMG, AE, BMNWREPRINEHES, eNHEZTAED
FENRERI, LEXRBE-EEEETRMMRIMD A, HNERRFREER
AT SHETNNCRERE, FERKZEERERT, HRENAEHMLNESSEE.

MERPHENE —MERE—1, REERPHHMNE—TEREZD, BIMNBFHENFHE, X

T B AR B o FI SR TR,

BReNmAR B aBRERAMIFAEMRARE, 02032 N RERE LR (B6) .

a) Empirical Distribution of String Editing Distance b) Empirical Distribution of Count of Vertex+Edge
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Figure 6: The difference between the O0/O2 optimized and the O3 optimized function. a) Relative string editing distance.
0.264 indicates that around 26.4% percent of bytes are different between two options for the same source code function. b)
Relative absolute difference in the count of vertices and edges. 0.404% indicates that one function has 40.4% more vertices
and edges than the other.
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AN REN 2 ERENENE (BMERPE T XM EHREEZNR T Z0? FFAAFEAE, X
TARENREE Rt E)

AR RS 2 [BEIERER

EbtNaER R E S EN 2 BN FRIERIBIEE; MmbENRREXN Z BTSN ERE
B E

EHIREIS XA, ARMUEE)

MBE LRSS TR, FEMAENENEAS oL To-12E, REDEDET1-3, AR
FEEZ T 1895

Bl6: fitry00/02FMMARI0ITNREZBINES. a) $Eiﬂ‘$ﬁ$fﬁ$ﬁﬁﬁ%"o 0.264RmE—IR
KRB TR BNFHERNN26.4%, b)) TRRIBDROMEAENTEITE,

0. 4@4%%1‘—?@%@’9]@%%!]5@2%tt%—’ﬁl%l‘i&l%zlo.4%0

RMEEEAR, BENETRNHEER A

FiK, 26%NEBNFTEBKR, FTEREEAER, BT 40%HEFIRE, M5 %HIK
B HERMOBEERE, AILUAAXZER D= #%US‘U’—“FEPﬁﬁEE’Jﬁﬂk%%*ﬁﬂiﬁ’]m&Tﬁ/ o 00
MO3Z BN REREMRILLR, FIMINAXZRENER, MERBZEFERRER (B
6) o Y, XN—PERHEHB4%FTHT TR, MKE—TREZHEEN. MNEHIREZERS82%
BT TR, WNEREM17% HHEECEBNERME. RIFIETIRHERNER. BTEIHE
K%, BAMIIEHIW PN EAINEROEARENRENE R, HMEMNERCTXME ZIE,
FFEHFR AR,

Compiler optimization O2 and O3

Baselines BusyBox CoreUtils Libgmp I Magick Libcurl LibTomCrypt OpenSSL SQLite zlib PuTTYgen Avg. p
BinGot [2] .490 [4] [] [4] 7] ] ] ] 2] 490 @)
Composite 789 643 910 787 842 646 783 777 813 B8IHI 38 783 O
Constant 437 .338 .202 11 .522 .440 .365 368 549 571 450 [
Graphlet 309 268 355 262 321 297 212 313 406 148 289 [ ]
Graphlet-C .662 581 .680 .678 .689 .559 .586 .687 730 795 .665 [
Graphlet-E 278 225 362 270 271 219 199 280 399 355 .286 [
MixedGram 811 663 906 792 848 652 .789 -804 858 .865 798 [
MixedGraph 445 413 .436 427 486 379 .350 458 .564 .533 449 [
n-gram 774 644 874 739 814 593 748 760 812 781 754 [
n-perm .803 .654 912 788 .848 .646 785 799 850 855 793 [
FuncSimSearch 157 169 848 514 .663 698 726 533 488 363 516 [
PV(DM/DBOW) .895 .899 959 952 927 945 919 .898  .873 .823 .909 [
Asm2Vec* 954 929 973 971 951 991 931 926 885 891 940 @)
Compiler optimization O0 and O3
Baselines BusyBox CoreUtils Libgmp ImageMagick Libcurl LibTomCrypt OpenSSL SQLite zlib PuTTYgen Avg. p
BinGot ] 317 [4] [] ] [4] [9] [4] [9] ] 317 | O
CAComparet 844 4] [2] 893 794 [4) 795 [4) [2] 17 .808 O
Composite 013 031 019 017 .004 .005 .007 .004  .036 127 026 [
Constant 239 128 .101 .610 .369 258 270 182 .360 439 .296 [
Graphlet 017 .008 049 010 .023 011 .009 014 .029 016 019 [ ]
Graphlet-C 018 .020 .012 .022 .027 .001 .034 012 .065 102 .031 [
Graphlet-E 021 011 .075 019 .017 .003 .018 019 .051 .058 .029 [
MixedGram .016 033 019 .018 011 .005 .007 .006 .036 116 .028 [
MixedGraph .034 .028 .062 .024 .039 015 .023 .030  .064 .097 .042 [
n-gram 011 029 012 021 011 010 .005 003 .036 129 .027 [
n-perm 017 .029 .021 .021 .011 .006 .007 .005  .036 129 .028 [
FuncSimSearch .008 019 323 039 .036 .030 220 011 .054 .040 078 [
PV(DM/DBOW) 745 677 .760 .802 792 821 .759 758 713 615 744 [
Asm2Vec* 856 781 763 837 850 921 792 776 722 .788 809 @)

TABLE 1: Clone search between different compiler optimization options using the Precision at Position 1 (Precision@1I)
metric. It captures the ratio of assembly functions that are correctly matched at position 1. In this case, it equals Recall
at Position 1. Asm2Vec is our proposed method. tdenotes cited performance. O and @ respectively indicate p > 0.05 and
p < 0.01 for Wilcoxon signed-rank test between Asm2Vec and each baseline.

K1 {FA“position 1HIEE (Precision @ 1) "EE/NEERBNRFRMAIZIZ EFHT
RIEHE, THRTEUELERCRCHERBOLER, EXMBERLT, EFTEMEINER. As
m2Vec@ B MREMAE. +RnASIBIMEE. TORMIOLRDRRRAsm2Vec5ETELEZE
FIWi LcoxonfFSHAGIEAIp> 0.05fp<0.01, (IR VNEIE 2 ZR SR BIIEN KSR
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EWi lcoxonfF SHILINH, EEMMEM BRI FOMIE 2 ZRVEITERIMR D FHRBA BN S
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Andriessefgttl, FEREEXVREIESBELUNLERERANK, #1420, Kcoreutils Zi#Hl
X &R ANEEMWRETRESSHERNRFER, EAXE T HHINXGEZIEERLHRE
. XPMEBRAERFEINWER., & RINEBELEEZIEN, EPEIENTEBRINA
Fitfh, EHX, BAIIMWIIEEESURSIEEERR, NEHET7FR. B2, coreutisEEHHE
LI, BERITEEIIESEEA— DTS, BATIZR00M L Z 3t Hse s, FIT
FCOSMALEI ZHHIXMF, XD IS IEERE,

- a) Empirical Distribution of String Editing Distance b) Empirical Distribution of Count of Vertex+Edge
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Figure 7: The difference between the original function and the obfuscated function. a) Relative string editing distance. 0.122
indicates that around 12.2% percent of bytes are modified. b) Relative absolute difference in the count of vertices and edge.
1.49% indicates the obfuscated function has 149% more vertices and edges in CFG.

BT ERLITEIELES (MIEESREER) , S "EENEENL (FREEHIRED
B7: RIAIhEEFEMINEEZ BMX R, a) HENFRHREER. 0.122RFANE12.2%H

FRHEIEN,
7T 149%,

HAER“position 1 (Precision@1) " FHBEERHATE=Z, INTENEH, WRbaseline’zH iR
EEZE, BINSBEXBEEITENS, Ei, Precision@1iikEHALEACHRERENLLER, HYT
ZEEE T position 1_EA“recall”s

BAIEB)PIRE T A MEERHERTVEA: BICfIn-ngram (R~ An-gram) , Bhicfn-perms (&
T~An-perm) , Graphlet (R/~"AGraphlet) , Extended Graphlet (R/RAGraphlet-E) |
Colored Graphlet (R~ AGraphlet-C) , Mixed Graphlet (FRRAMixGraph) , Mixed n-
gram/perms (R AMixGram) , Constants =B &n-gram/permsHlGraphletsfIE& (RTA
Composite) . fEFGraphletfIEIELIRT[23], XEEESARE T MTCEIER FEMN52
TATIhEE, XEELRBIUXHIRENREREHITERE. BiTEBERKPV-DMERHPV-
DBOWHREUEANE K, HPENLREREIEANIXY, KITEFFREERTEEKRTAPV-
(DM/DBOW), A MURAZE zIibEHEE _EPV-(DM/DBOW) L KX Asm2VecHIECE . FuncSimSearchi
GoogleRIE RN REFEREFHSERTIAES, TEEBRIANIZEES, ETEE55KER
REMPESMRE, RSN EBINGo [12]f1CACompare [13]7C:5## 171G, B2, FH1ER
HENEGRLUERN A FTERR, MIIRENEREFERIY. BIMEEFBERRE ZHEIXH
F#TRWilcoxonfFS#QE, UBEEMRERERESITZ LEE,

MR, ERERRNRIFERT, Asm2VecHIMHEENARM THSE. B©RNT
BinGo (7)) , FEER—MIRISRHBNRIMEXCEERTE, ©RAE, Asm2VecA LUK
MEBFXEAMEFRSIANBERNRK, EEESRINERLT, ZINKTHLARRLUER



L ECposition 14MBIE 75 % ML 4R E. BEE TS HIE X mENRHTEIZA T 7AZCACompare
b, BEERSRMNE. BTHASER/]), EREFRITLEEER. Asm2VecEARRIMEFIREIS
17, IHEEBUSBRERERME, FIME, EmIFRMAETON, O2f03ZzENZER, B
SLHI93% U EMEE . BEERMULARAIZBIMNERIEM, Asm2VecHIIERERIRERMRK. B,
T EMRSRNESRSS, XIEATHERSE,

DiscovreflGenius@ &RIEMHE R EARESIHE EMERLENGEST E. MEHRITEL, B
IEEACACompareffi FDiscovre [7], Genius [6]f1Blanket [10], F{ 1R 5 AR E] 5 CACompareth
LHtkREE, FE PlIEAsm2VecHIEBES Discovref1Geniusi#t {TiRIEELL TR,

ERERRIT, BATERERIO2MOSZ AIFHITLLER, BELFFSEBMIMERES RBIEXHIHREH
ER, XRATHNELERERE,

RISIEXIENE 4?7 BB T ASLIERIG

ERFNERT, BITEES, ETLHEESTNERLEN, ConstantiBEURIMEREM T H A ERSR
f. FRRZREStokenf2ZECHEESMTREHERMNEM, HINEERD, ERINIER
T, BinGolMEREM TESKE., BR, ERERIT, HMEEERUGraphlet-CHIn-gramsZHEEA
Iheet?, AAFRFSEEANEES T LAERBEINEE, BERAXEHEZ, HEEEE
FERBRATMUEITERE, B2, CHEETLUREERRE B LOHTICE,

B # I3 40penSSLEHE5,000Z 1N if#k, Asm2VecFHIEE1SIZM RN CLREREL, M
EBEE20ZFRAEE R, X FOpenSSL, CACompareSE R E1HFIIFE12F),

5.2. Searching with Code Obfuscation
ERREEEHTER

iEAaZR-LLVM (O-LLVM) [24)23Z7ELLVMAEZRFICLANGSmiFss TEEMWEM £, BEPEIES
(IR)ZRFI_EIETT, HEERZHFIXHZAERERNEE, XIEMT #EHRBNERE. O-
LLVMER=FMAENRAREAE: (hiEEfliiE (BCF) , &EHliETH (FLA) Mis<Ek
(SUB) , BI7TE R TERLIT,

BCF: B ARINAEREXNENERIRI 7 2R Bz FHIRE, RS, SaHNERHEFRS
EAR, BCFIIL T CFGHIEARRMSTEEE M FIIEINT 149% Kvertices/edges (Tl m/34)),

FLA : (EBMFHNERBEREWIEAFRREARIGCFGIFS LE1HHITRA), RIBRALZIT
EXEN, LLEMMNBARGNEE, LEHRERTRER(FIARMT 376 %I RATA).
ETENNERRE TIZEA, BT ET2BECFGHEERAY R,

SUB : @ ERFE XHMNERESZE, FHLENBNEBEERASEHER. ZEARBUTE
RRHWABHANTHNEER, 1A, BINERRNG = b — (—c) REHKFEIRA
r=rand);a=b—-r,a=a—-c,a=a+r. FEHSEHEERNa = (b A ~c)& b.SUBTZX
TENKE DM (91% REATRMBEBERFER)

BCF + FLA + SUBER EHEHBABEREET, O-LLVWMKREEZK T RiCHRAE. SRR T
CFGHIERRITEM, BRI, REUHSHEHRIZEE, BEIIFCLANGFIRSO-
LLVMESER, RINARIMMERRET L— 1M LBPERANENE, HERENHMET Asm2Vec, %



FACLANG + O-LLVM T E§54miF 23l SR SRR ER. RIBE7, FRIBXHSHBCFH
FIANRBEN X Z AEEREER. BCREMAMINKENE. FLALTEREENME, FH
SUBHY, CRIESHHEZEEEM, KR7TBinGoMCAComparezZ 4, i MERS fr1LI0ERER
BESMEEESE, RATCNAUAT G, FERRLXHERESHELIR,

BIEAEFTNAEARERANBRATHREENE. 25, BIEREERERABREE
ZE, LEFRENITEENZHEXG. BIERBRFSEZTIICERE, HELRRE
ZAER—N—RERS, WERSNATIHEERN. HEITHEIXEE, BIMERERRIX
HERRRXH, AE, BIITNRENSHITREELE, BIREFEIE. B11EHBPrecision
@ 11ERNTHEIEIR. FEXFER T, Precision @ 1% T Recall @ 1, FAEKATEEEHI“no-
answer"tASIEE,

O-LLVM - Bogus Control Flow Graph (BCF) O-LLVM - Instruction Substitution (SUB)
Baselines | Libgmp I Magick  LibTomCrypt  OpenSSL  Avg. Libgmp  ImageMagick LibTomCrypt OpenSSL  Avg.
Composite 226 224 312 .246 252 .620 675 .600 766 .665
Constant 130 592 412 318 363 173 622 492 360 412
Graphlet .003 .005 .033 .007 012 .198 158 411 308 269
Graphlet-C 112 118 .165 124 130 .626 572 539 585 .581
Graphlet-E 026 011 .050 .014 025 454 216 .286 271 .307
MixedGram 220 234 .375 .303 283 .585 642 .563 743 633
MixedGraph 011 .007 .049 014 020 .356 325 495 488 416
n-gram 134 134 295 195 190 .466 516 513 670 541
n-perm 233 224 .374 274 276 .557 .624 .558 736 619
FuncSimSearch 109 022 029 .027 047 .685 442 699 330 539
PV(DM/DBOW) 784 .870 842 768 816 935 968 964 958 956
Asm2Vec * 802 920 933 883 885 940 960 981 961 961

O-LLVM - Control Flow Flattening (FLA) O-LLVM - SUB+FLA+BCF

Baselines | Libgmp I Magick  LibTomCrypt  OpenSSL  Avg. Libgmp  ImageMagick LibTomCrypt OpenSSL  Avg.
Composite 138 129 .052 .027 086 219 226 015 .009 117
Constant 105 .480 215 209 252 137 591 173 159 265
Graphlet .000 .002 .000 .000 .000 .000 .005 .000 .000 .001
Graphlet-C .003 .008 .000 .001 .003 .107 124 .000 .000 .058
Graphlet-E .001 .002 .000 .000 .001 .020 .012 .000 .000 .008
MixedGram .148 .143 .075 .036 .101 221 234 018 010 121
MixedGraph .003 .003 .000 .000 002 .006 .010 .000 .000 .004
n-gram .095 .093 .059 .030 069 154 144 013 007 .079
n-perm .133 .126 .055 .033 087 224 222 018 .008 118
FuncSimSearch 095 .001 .004 .008 027 .110 .025 .003 .008 .037
PV(DM/DBOW) 852 938 786 763 835 780 .873 639 595 722
Asm2Vec * 772 920 .890 795 844 854 880 830 690 814

TABLE 2: Clone search between the original and obfuscated binary using the Precision at Position 1 (Precision@ ) metric.
It captures the ratio of functions that are correctly matched at position 1, which is equal to Recall at Position 1 (Recall@1)
in this case. The difference between Asm2Vec and each baseline is significant (p <0.01 in a Wilcoxon signed-rank test).

&2: {EM“position 1RAEE (Precision @ 1) »EEFWEERIA ZHHISAFRM 1 HIX
2B TRERR. THREME1IEMTENINENIER, EXMERT, ZIERETEMUEL

A9IEA (Recall @ 1) , Asm2Vec58TMEZZEMNESEEEN (WilcoxonfFSHiLIHp
<0.01) .

R2ER TO-LLVWMREER, IHITRKIESEMEBE R En-gramAIIERE. SUBEBIEME ZER
IE<KFUFIo n-permPIEREMR T n-gram, EAEREE TIRCHIRFE, ZETERRETAR
DU E B Z60%M5efE, FEARNEKEEIEKRNBN. Asm2Vecr] U AL 4RSS BRI
96% U ERIREE, HIREFHHANE, KirL, BNNREESREFBLENEITEX,
Asm2Vec A LUREF b IR LS B0

[ FABCFEMIA RS, Asm2VeclhFILUXZEIB8% U EMEE, HpEHIREE LEEL5RIESR
BRRE. BREBAsm2VeckHENRLIRABMMENEFREGH ML, FLARBBSBIAME FE
2, FRISWHENEE TEERRTX—R. BINTRRSHEEATHREEE, BIEEXH
BRT, Asm2Veclh#APILUIEMBICEC84 % RUC4RINAESEZ, ERAAAsm2Veck) F4EHE AN 1E
mEEREAE . NAMBRERARRE, Asm2VecllhPIkE£981% KL IRE



Asm2VecH] UEHfth EBAFH MIRFE FIRFIH KX BIE N,  HARLIREAR RIS TS BERETICSHR
REN—RIEE, FIMHRPERESEMRIN. Asm2VecFHIREERTIHIR T BEELS TERHNE
RER. BENXEERHATMNN, URIFHED— IS — 1 IhEE,

5.3. Searching against All Binaries

FELSRIO R, HBAVERABIRNRRTRIRE Z#HHNE. LHREERKE, EiTFhAsm2VecE
BUUXSFAENCHER,. HITEERTRENRRBRERITLEERE, MIEREXHEENEERZ
BAEFEE. BERR, SHE60TTHEINMG, XEXHEHNFARMNEFHEmR (00-03) ,
TR EEE (GCCHICLANG) LURARKO-LLVMIEERIELEMRZFNERRES. &HBGenius [6]
flDiscovre [7]HI3L58, BTEZEEREFEZVSMNERRICHRE. B2, BiIIMERME. BH11E
FEREN. 2#E139,936NLHEE. MNFEMNHPHE—, RITBILRERWUIXEITRE,
BADHREIWERFITHER, FAOEEENER, BRTFuncSimSearchdh, HA1ERS E—1 52
RERNELIRESE, RATCERSIFIE ZHEIXHNR5| RO EEIR.

(a) Recall rates across different threshold K (b) Precision-recall curve for the top 1 to 200 query results. (c) Sensitivity Test
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Figure 8: Baseline comparison for the third experiment. There are 139,936 assembly functions. We search each one against
the rest. The set is a mixture of different compilers, compiler optimization settings, and O-LLVM obfuscation settings. a)
Recall rates are plotted for different top-K retrieved results. b) Recall-Precision Curve. c) Sensitivity test on dimensionality.

Eg: B=TXRNEBLLER. HE139,936MHERE. FMHNEREMER., ZEGEHE

FENHRFSE, FFSFMAREMO-LLVMEMIRE, a) ATENBIKMIREREGH T BER.
b) HABEHRZ. c) WHEESURMENL,

BIERK N RNV EREBLENREE, HKIEES (a) PiHIkisFIAEE, BHiIMEREH
HGraphlet, FAEHMEEEARLLGraphlet-Extendeddf. ENMEEBERAHLCIREEL, Asm2Vecllia]
BRI20MNERAB[M70%, EHEMTEMERNE TtokenfIETEFMRE, L, HITURE]
ETFtokenW A EBE L ET FEMNAERINEL

A EEB L) PN ENELLT THN BORWEE, HENORERNKEN, & H IS
WEMESXRZ ARITRTE T =EERSI%E, NEMR, Asm2Veci THESRICHRAIBRT.
NTFk = 1RREIMINAREIERER, BXFB2%NIERE, RIAMTHEBIZMEALRR(0=231),
F—HE, BEETHAERETHEB4TTMEERR(0=110), @I L ITERIKoImogorov-
Smirmnovi@3e, EATHUSHER, RIAHERAREETEINELRER(p < 2.2¢710), Al
ETRI200 M ERHTEURIENE, DUTEREN/NNREERE, E8(C)ZBREARNEHER/NG
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5.4. Searching Vulnerability Functions

£ EARSLIOH, BATEME T Asm2VecEL I B AV RN T ER SR IERE, EAREGIFRS, A
FAsm2Vec N R T[18] AT RURIAEIESR4, POHMEEHASIMRE MR RNERTEIEE, &
EEE 23015 LR,

X FEBMAERRETHNE—T, ESEMNBEETRRATR, JLELERETRRNEMR
AEHGCC, ICCHICLANGHmIFRNARRALERN, ZHEEESMELBERETIEX,

& bin2018-01-07 21-51-59 [1 functions]
rh“ func-2018-01-07 21-51-59
v I [0) dtis1_process_heartbeat @ clang.3.5_openssl.1.0.1f.0
v 1 [0) dtis1_process_heartbeat @ clang.3.4_openssl.1.0.1f.0
G 31 D) dtls1_process_heartbeat @ clang.3.5_openssl.1.0.1e.0
b Ll1 [0 dtis1_process_heartbeat @ clang.3.5 _httpd__dtis1.0
7 LI [0 dtls1_process_heartbeat @ gcc.4.8_openssl.1.0.1.f.0
Il [O) dtls1_process_heartbeat @ gcc.4.9_openssl.1.0.1e.0
(7 I [0 dtls1_process_heartbeat @ gcc.4.9_openssl.1.0.1.f.0
" Id1 [O) dtls1_process_heartbeat @ gcc.4.6_openssl.1.0.1.f.0
& L1 [O) dtls1_process_heartbeat @ icc.15.0.1_openssl.1.0.1e.0
¢ L1 ) dtls1_process_heartbeat @ icc.14.0.4_openssl.1.0.1f.0
¢ L [O) dtis1_process_heartbeat @ icc.15.0.1_openssl.1.0.1f.0
Ll [©) dtis1_process_heartbeat @ clang.3.5_openssl.1.0.1g.0
& Ll [©) dtis1_process_heartbeat @ gcc.4.9__apache.2__httpd__dtis1.0
¢ L O dtls1_process_heartbeat @ gee.4.9_openssl.1.0.1g.0
¢ L1 [0) dtls1_process_heartbeat @ icc.15.0.1_openssl.1.0.1g.0
L\ L1 ) recurse_tree @ gec.4.9_coreutils.8.23_tsort.o
4 L1 [0) fchmod_or_Ichmod @ gcc.4.9_coreutils_8.23_copy.o
4 Ll [©) recurse_tree @ gec.4.6_coreutils.8.23_tsort.o
4 Ll [O) xstreoll_df_extension @ clang.3.5_coreutils_8.23 Is.o
Ll [©) xstreoll_df_name @ clang.3.4_coreutils.8.23_Is.o

Figure 9: Searching the Heartbleed vulnerable function in
the vulnerability dataset. The binary name indicates the
compiler, library name, and library version. For example,
clang.3.5_openssl.1.0.1f indicates that the binary is library
OpenSSL version 1.0.1f compiled with clang version 3.5.
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FEEFTHNERT, BEERNBEMERR., B2, BhAHEEE—



ESH [18] Asm2Vec

Vulnerability CVE FP ROC CROC |FP ROC CROC
Heartbleed 2014-0160 | 0 1 1 0 1 1
Shellshock 2014-6271| 3 0.999 0.996 | 0 1 1
Venom 2015-3456| 0 1 1 0 1 1
Clobberin” Time 2014-92951 19 0.993 0.956 | 0 1 1
Shellshock #2 2014-7169 | 0 1 1 0 1 1
ws-snmp 2011-0444 | 1 1 0997 | 0 1 1
wget 2014-4877 | 0 1 1 0 1 1
ffmpeg 2015-6826 | 0 1 1 0 1 1

TABLE 3: Evaluating Asm2Vec on the vulnerability
dataset [18] using the False Positives (FP), Receiver Oper-
ating Characteristic (ROC), and Concentrated ROC (CROC)
metrics. For all the cases, Asm2Vec retrieves all results
without any false positives.
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TERFE (ROC) MEHHROC (CROC) o MTFEIRNE, Asm2VecHIRIRERANE, BEEXN
100%. Hitk, BERIROCHICROCH1., BEMIMEEMLT[18].

Tigress[25|@ A—ME IR ERR. TEAEILUEJust-In-Time JIT) HITREFILC Intermediate
Language (CIL) HEIES. HATHFEIR, TigressToiE BETEBNE _#HFIXHE, Eitb, A7
A E5. 2T X O-LLVM— 5 £ X TigressfIAsm2Vec, i 1{EATigress)BEZRIEIN TR
EHEREE, 7ESRINH, N FX8MNRENRE, BIMERRBNXTF, EIEUCFIEIRMITE
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Searching with Obfuscation Options in Tigress

Name | Heartbleed ShellshocK Venom  Clobberin’ Time  Shellshock #2 WSs-snmp wget ffmpeg avg.

CVE | 2014-0160  2014-6271  2015-3456 2014-9295 2014-7169  2014-4877  2014-4877  2015-6826

# of Positives (k) 15 9 6 10 3 7 3 7
Encode Literal 100% 77.8% 100% 100% 100% 100% 100% 100%  97.2%
Virtualization 0% 0% 100% 20% 100% 0% 66.7% 0% 35.8%
JIT Execution 53.3% 0% 83.3% 30% 33.3% 0% 0% 100%  37.5%

TABLE 4: True Positive Rate (TPR) of the top-k results searching the obfuscated vulnerable function against the dataset
in [18]. k is chosen as the number of ground-truth clones in the dataset. For example, Venom CVE 2015-3456-4877 has 6
variants in the dataset. By inspecting the top-6 results from Asm2Vec we recovered 100% (6/6) for the query with literals
encoded, 100% (6/6) for the virtualized query, and 83.3% (5/6) for JIT-transformed query. After applying all the options at
the same time, Asm2Vec cannot recover any true positives.
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